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Information Security:
Security Program & Audit

Security Policy Review
& Development

curity program.

eate Policies That Grow with Your
siness

clear and comprehensive security policy is the best

way to document and communicate a security program.
Reviewing, documenting, and developing security policies,
roles, and technical standards is essential to demonstrating
compliance with regulations and to meeting audit
recommendations.

Forsythe's experienced policy writers will assess and
compare your current policies against best practices within
your industry. We also evaluate your policy requirements
against standards for information security, applicable
regulations, and their ability to meet your organization’s
internal security objectives. With that context, Forsythe
provides recommendations and an actionable plan to
develop policies, procedures, standards, or guidelines that
are tailored to your enterprise’s structure, culture, and
workforce. We work with you to modify existing policy
documents or to create new policies where they are
needed.

MANAGE RISK

At a Glance:

e Promote compliance and audit-readiness
with security policies that meet industry,
regulatory, and business requirements.

e Document the guiding principles of your
security program.

¢ Clarify roles and responsibilities.
e Promote security awareness.

reate a Foundation that Protects Your Information

curity policy is a representation of your organization’s strategy and commitment to protecting
assets. Whether your goal is to update policies, develop a high-level security policy,
pecific policy statements, Forsythe's process builds consensus for your policy with input
rnal stakeholders. The outcome is a durable and complete enterprise security framework
isfy audit findings, meet current and future regulatory mandates, and provide a roadmap

Forsythe understands that as your organization evolves,
your security policies must evolve as well. We help you

to develop security policies that can be adapted to future
business or compliance requirements. In addition, Forsythe
can provide regularly scheduled reviews to help you ensure
that your policies remain effective and up-to-date.

Specific Policies That Target Your Needs
Today's enterprise requires many types of policies and
procedures to meet specific needs. For example, an
"Acceptable Use” policy will describe the appropriate use
of information systems, the Internet, e-mail, and other
business resources. Security Incident Response plans and
procedures detail specific steps and responsibilities for
security events or breaches. Data Classification policies
specify how information will be categorized, retained,
protected, and handled based on its sensitivity and value.

Forsythe will evaluate your objectives and create policies
that satisfy the unique requirements of your business.



Meet the Highest Standards

To be truly effective, security policies must be aligned with
industry standards and the unique security requirements
of your organization. Forsythe leverages the I1SO 27002
standard as a primary security guideline, as well as other
industry standards such as COBIT and NIST for additional
considerations. By measuring policies against these

broad and accepted best practices, we help you maintain
compliance with regulations such as HIPAA, GLBA and PCI.

Get the Forsythe Advantage.

Forsythe’s Information Security Solutions
Forsythe draws on our unique industry experience and
capabilities to help you secure information as it enters
your organization, circulates, is stored, and is sent to
your customers, partners, and employees. Forsythe’s
comprehensive solutions, and our strong relationships
with top-tier OEM partners help you balance information
security, privacy, compliance and audit requirements

with your need for information availability and access.
We leverage over 35 years of experience as a leading
independent provider of IT-infrastructure solutions to help
our customers securely manage information across the
enterprise and optimize their technology investment.

For more than 35 years, Forsythe has delivered forward-thinking advice, technology, and operation-enhancing solutions. As
an independent advisor, Forsythe can help you address every aspect of your infrastructure, including how new solutions
may affect the bigger picture. Working with every major provider, Forsythe acts as your single point of contact for managing
the cost, effectiveness, and risk related to your information systems.

Let Forsythe Help.

Business objectives—and business issuesidon’t exist in a vacuum. Forsythe identifies and addresses IT interdependencies
to deliver solutions that work across your enterprise. Call us today.
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